ONB

OESTERREICHISCHE NATIONALBANK
EUROSYSTEM

Data protection information
in accordance with Articles 13 and 14 General Data Protection Regulation (GDPR)

1. General information on data processing activity

Name:

Promotion of science and research by the OeNB

Controller:

Oesterreichische Nationalbank (OeNB)
Otto-Wagner-Platz 3, 1090 Vienna
+43-(1) 40420

www.oenb.at/en/dataprotection

Data protection officer:

datenschutz(@oenb.at

Purpose(s):

Promotion of science and research by selecting, administrating, handling,
documenting, monitoring and revising projects in the field of research
promotion, including related correspondence, in the capacity of an
Article 89 funding and promotional body pursuant to the Austrian Federal
Act on General Matters pursuant to Article 8 GDPR and Research
Organization (Forschungsorganisationsgesetz — FOG).

Legal basis:

®  Processing is necessary for compliance with a legal obligation to which
the OeNB is subject (Article 6 para 1 lit c GDPR): Article 212 Austrian
Commercial Code (Unternchmensgesetzbuch — UGB), Article 123
Austrian Federal Fiscal Code (Bundesabgabenordnung — BAO).

®  Processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the
OeNB (Article 6 para 1 lit e GDPR): Article 89 GDPR in conjunction
with Article7 para2 nol Austrian Data Protection Act
(Datenschutzgesetz — DSG) in conjunction with Section 2 FOG, in

particular Article 2d, Article 2g and Article 2j FOG.

Disclosure requirement:

The disclosure of data required under the provisions and regulations of the
OeNB Anniversary Fund for the Promotion of Scientific Research and
Teaching (Anniversary Fund) is mandatory; otherwise, applications for
grants cannot be considered and funding can neither be paid out nor

approved.

Information on automated
decision-making, including
profiling:

Does not take place.

Information on the transfer of
personal data to third countries
outside the EEA:

Project data related to applications for funding by the OeNB Anniversary
Fund may be transferred to scientific peer reviewers in third countries
outside the European Economic Area (EEA). The legal basis for this data
transfer is Article 89 GDPR in conjunction with Article 7 para 2 no 1 DSG
in conjunction with Article 38a para4 FOG (unless standard data
protection clauses apply) or Article 46 para 2 item ¢ GDPR (if standard data
protection clauses apply); standard data protection clauses may be

requested by sending an e-mail to fonds(@oenb.at.
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2. Content of data processing activity

ONB

Here you will find information on the nature of the personal data the OeNB processes with regard to different categories

of data subjects. For each data category, information is provided on the data source, on any further purposes for which

the OeNB may process these data, on whether the data will be transferred to recipients outside the OeNB, and on how

long the OeNB will, as a rule, store the data. The subsequent tables provide details on data sources, further processing

for other purposes and data recipients (third parties, data processors).

Groups of Data category Data Other Data Duration of
data source(s) | purposes of | recipient(s) | data storage
subjects processing
Project Internal personal identification number - - -
licant Fi dl demic d itl EO1, EO2, E
applicant(s) irst an f:lSt name, academic degree, title, Ho1 701 01, EO2, EO3,
courtesy title, gender E04
Informati'on ?n Professional position and EO1, E02, EO3,
research institution (name, legal form, address, HO1 701 E04
electronic contact information)
Home address (optional) HO1 --- EO1, E02, EO3
Telephone number HO1 - EO1, EO2, EO3
Business address and electronic contact
information (telep'hone nul.nber, e—@ail address Ho1 L EO1, E02, EO3
and other contact information required when
using modern communication technologies)
Information on education and training as well
as scientific career, in particular beginning,
duration and completion of educational
tral(l{nngs, educatlon;.al 1nst1tut1}cl)ns attended., Ho1 . EO1, E02
study programs, main research areas, previous 10 years after
publications, academic recognitions, previous the end of the
projects, previous academic functions and year in which
scientific background the funding
Information on other Article 89 funds applied project was
for, granted or received or on other funded HO1 - - properly
. concluded
projects .
Applicants’ previous projects under the (Article 89
PP’ P Pro] HO1 701 EO1, E02, E03 | GDPRin
Anniversary Fund conjunction
CV of project manager HO1 - EO1, EO2 with Article 7
List of publications by project manager HO1 - EO1, E02 para2no 1
Proof of income (optional) HO1 --- --- DSG h.]
Business data and other data required for ?On]un?tlon
h handling and evaluation of HO1 EO1, Eo2 | \WithArticle 2g
the proper han ing and eva uation o --- y FOG); beyond
applications and contracts that. in certain
Information on the discontinuation or Ho1 cases for the
reclamation of Article 89 funds establishment,
Project data: exercise or
- - defense of legal
Project title EO1, E02, EO3, g
) HO1 Z01 claims until the
EO4
- case-related
Project number Ho1 701 E01, E02, E03, | 4, cumentation
EO4 interest ceases
Detailed information on submitted project, in to exist.
particular title, project description, duration, HO1 - EO1, E02, EO3
topic and classification
Amount applied for HO1 701 EO1, E02
Actual amount of funding --- 701 -
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Groups of
data
subjects

Data category

Data
source(s)

Other
purposes of
processing

Data
recipient(s)

Duration of
data storage

Assessment information at the individual and
aggregate level (quantitative scores by scientific
peer reviewers)

HO02

7201

List of board members (if applicant is an
institution)

HO1

For approved projects: Bank account details

HO1

Settlement data, in particular data on
employment contracts, detailed information on
employment relationship, working time
records, absences, pay slips, qualification and
career levels, information on travel and
lecturing activities or other proofs of costs and
information on partial payments

HO1

Project
partner(s)

First and last name, academic degree, title,

courtesy title, gender

HO1

201

EO1, EO2, EO3,
E04

Business address and electronic contact
information (telephone number, e-mail address
and other contact information required when

using modern communication technologies)

HO1

EO1, E02, EO3

Information on professional position and
research institution (name, legal form, address,
electronic contact information)

HO1

201

EO1, E02, EO3,
EO4

Settlement data, in particular data on
employment contracts, detailed information on
employment relationship, working time
records, absences, pay slips, qualification and
career levels, information on travel and
lecturing activities or other proofs of costs and

information on partial payments

HO1

Project team
member(s)

First and last name, academic degree, title,
courtesy title, gender

HO1

Business address and electronic contact
information (telephone number, e-mail address
and other contact information required when

using modern communication technologies)

HO1

Home address (optional)

HO1

Information on professional position and
research institution (name, legal form, address,

electronic contact information)

HO1

E-mail address and other contact information
required when using modern communication

technologies

HO1

Information on education and training as well as
scientific career, in particular beginning,
duration and completion of educational
trainings, educational institutions attended,
study programs, main research areas, previous
publications, academic recognitions, previous
projects, previous academic functions and
scientific background (CV, list of publications)

HO1
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according to a scoring system)

Groups of Data category Data Other Data Duration of
data source(s) | purposes of | recipient(s) | data storage
subjects processing
Settlement data, in particular data on
employment contracts, detailed information on
employment relationship, working time
records, absences, pay slips, qualification and HO1 - -
career levels, information on travel and
lecturing activities or other proofs of costs and
information on partial payments
Scientific peer | First and last name, title, gender HO2 - -
reviewer(s) Business address HO02 - -
Home address (optional) HO02 - -
Telephone number HO02 --- ---
E-mail address and other contact information
required when using modern communication HO02 --- ---
technologies
Scientific subject area HO02 - -
Information about timeline for scientific review HO02 - -
Scientific review HO2 - .
Assessment information (in verbal form and HO2 L -

3. Data source(s)

H + | Data source(s) Public source
serial (yes/no)
no.
HO1 | Project applicant(s) (funding application) No
HO2 | Scientific peer reviewers No

4. Further processing of personal data for other purposes (processing activities)

If personal data are further processed for other purposes (processing activities), this does not necessarily mean that all

datasets will be further processed in each individual case. Only those data will be further processed that are necessary

to fulfill the purpose(s) of further processing activities.

Z* | Name and purpose of further processing | Compatibility (Article 6 para 4 GDPR)
serial activity (Description of legitimate interests, if applicable)
no.
Article 89 GDPR in conjunction with Article 2d para 4 and
Z01 | Archiving in the public interest (unlimited) para 5 FOG and Federal Archives Act (Bundesarchivgesetz —
BArchG)
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5. Transfers to third parties

If personal data are transferred to third parties to be processed for their own purposes, this does not necessarily mean
that all datasets will be transferred in each individual case. Only those data will be transferred that are necessary to

fulfill the third party’s purpose(s).

E+ Recipient(s) and categories of recipients Adequacy decision | Purpose and legal basis
serial by the European | (restrictions, if any)
no. Commission

(Article 45 GDPR)

Scientific peer reviewers (EU/EEA) Assessment of eligibility for funding
and evaluation of the quality of the
scientific research project

EO1 Not required Article 89 GDPR in conjunction with
Article 7 para 2 no 1 DSG in
conjunction with Article 2g para 1 no 1
and Article 2j FOG

Scientific peer reviewers (third countries) Assessment of eligibility for funding

and evaluation of the quality of the
scientific research project

Article 89 GDPR in conjunction with
Article 7 para 2 no 1 DSG in
conjunction with Article 2g para 1 no 1
and Article 38a para 4 FOG (unless
standard data protection clauses apply)
or Article 46 GDPR (if standard data

protection clauses apply)

EO2 No

Publication on the internet, in print media, via the OeNB'’s public relations and press
OeNB’s social media channels activities

Article 89 GDPR in conjunction with
Article 7 para 2 no 1 DSG in
conjunction with Article 2g para 1 no 2

FOG
Austrian Science Fund (Fonds zur Férderung der Avoiding double funding, Article 89

EO3 Not required

wissenschaftlichen Forschung — FWF), Sensengasse 1, GDPR in conjunction with Article 7
EO4 [ 1090 Vienna, Austria Not required para 2 no 1 DSG in conjunction with
Article 2g para 1 no 1 and Article 2j

FOG

6. Information on your rights as a data subject

You have the right to obtain confirmation as to whether or not your personal data, and which of your personal data,
are being processed by the OeNB (Article 15 GDPR). You have the right to obtain the rectification of inaccurate
personal data or to have incomplete personal data completed (Article 16 GDPR) as long as the rectification and/or
completion of the data are necessary for the purpose of the processing operation. You have the right to obtain the
erasure of your personal data if the OeNB has processed them unlawfully (Article 17 GDPR). Under certain conditions,
you have the right to obtain restriction of the processing of your personal data (Article 18 GDPR). Should you consider
your right to data protection infringed by any processing of your personal data by the OeNB, you may lodge a complaint
with the Austrian Data Protection Authority (DSB) or bring an action before the competent civil court.

7. Right to object

You have the right to object, on grounds relating to your particular situation, to the processing of your personal data,
unless the processing is necessary for the performance of a task carried out for reasons of public interest (Article 21
para 1 and para 6 GDPR).

OeNB Data Protection - Promotion of science and research.docx © OeNB — Data protection information 5/6



ONB

8. Modalities for exercising your rights as a data subject

To exercise your rights as a data subject, please write to “Oesterreichische Nationalbank, Abteilung
REFC/Datenschutz, Otto-Wagner-Platz 3, 1090 Vienna, AUSTRIA” or datenschutz(@oenb.at. Please state in what
way your personal data are subject to data processing by the OeNB, specifying the processing activity and outlining the
details of your request. Moreover, please provide proof of your identity by enclosing a copy of an official photo
identification (e.g. your passport, driver’s license, identity card) or using a qualified electronic signature within the
meaning of Article 3 item 12 eIDAS Regulation to prevent improper requests by unauthorized third parties that might
endanger the protection of your personal data. For the reasons outlined above, such requests must be made in writing.
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