ONB

Information on the protection of personal data
in accordance with Articles 13 General Data Protection Regulation (GDPR)

1.  General information on processing activity

Name: Cash authentication training - E-learning platform, including final test and
issuance of certificates

Controller: Oesterreichische Nationalbank (OeNB)

Otto-Wagner-Platz 3, 1090 Vienna

+43-(1) 40420

www.oenb.at/datenschutz.html

Data protection officer: datenschutz(@oenb.at

Purpose(s) of the processing The data application serves to carry out online training courses and

operation: comprises final tests and the issuance of digital certificates upon successful
completion.

Legal basis: You have given consent to the processing of your personal data (Article 6

para 1 lita GDPR): You participate in the training module(s) on a voluntary
basis and provide your personal data yourself.

You may revoke your consent at any time by discontinuing participation in
the training module(s). Your personal data will be deleted immediately
upon issuance of your certificate or discontinuation of participation in

training module(s).

Information on why the All information is mandatory. If you do not provide your personal data, a
provision of personal data is certificate cannot be issued.
required:

2. Content of the data processing operation

Here you will find information on the nature of the personal data the OeNB processes with regard to different groups
of data subjects. For cach data category, information is provided on the data source, on any other purposes for which
the OeNB may process these data, on whether the data will be transferred to recipients outside the OeNB, and on how
long the OeNB will, as a rule, store the data. The subsequent tables provide details on data sources, other purposes of

processing, data recipients, etc.

Groups of Data category Data Other Data Duration of
data subjects source(s urposes of | recipient(s data storage
| purp P g
processing
Training course First name HO1 - AO1, AO2
participants Last name HO1 - A01, AO2 Deletion of data
Date of birth HO1 AO1, AO2 immediately ;
ID number HO1 AO1, AO2 upon 1ssuance o
certificate or
Information on the completed training course - - AO01, AO2 ) ) .
discontinuation
Date of successful completion - - AO01, AO2 ¢ S
- - - ot participation
I}lformatlon on the data subject’s performance at - - AO1, A2 in training
final test module(s)
Bar code for verification of certificate - - AO1, AO2
3. Date source(s)
H + | Data source(s) Public source
serial (yes/no)
no.
HO1 | Data subject attending a cash authentication training No
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4. Transfer of personal data to processor(s)

A+ [Name, address and country of residence of Adequacy decision by the | Service and legal basis
serial | processor(s) and place(s) of processing European Commission
no. (Article 45 GDPR)

Fischer, Knoblauch & Co. Data processing agreement
201 Medienproduktionsges. mbH Not required in accordance with

Ainmillerstr. 11 Article 28 GDPR.

80801 Munich

Hetzner Online GmbH Data processing agreement
A02 |Industriestr. 25 Not required in accordance with
91710 Giinzenhausen Article 28 GDPR.

5. Information on your rights as a data subject

You have the right to obtain confirmation as to whether or not your personal data, and which of your personal data,
are being processed by the OeNB (Article 15 GDPR). You have the right to obtain the rectification of inaccurate
personal data or to have incomplete personal data completed (Article 16 GDPR) as long as the rectification and/or
completion of the data are necessary for the purpose of the processing operation. You have the right to obtain the
erasure of your personal data if the OeNB has processed them unlawfully (Article 17 GDPR). Under certain conditions,
you have the right to obtain restriction of the processing of your personal data (Article 18 GDPR). [In addition to the
right to obtain confirmation you have the right to receive your personal data, which you have provided to the OeNB,
in a structured, commonly used and machine-readable format or to have these data transmitted to another controller
where the processing is carried out by automated means and where technically feasible (Article 20 GDPR). Should you
consider your right to data protection infringed by any processing of your personal data by the OeNB, you may lodge
a complaint with the Austrian Data Protection Authority (DSB) or bring an action before the competent civil court.

6. Right to withdraw consent

You have the right to withdraw your consent at any time, without affecting the lawfulness of processing based on
consent before its withdrawal (Article 7 para 3 GDPR).

7. Modalities for exercising your rights as a data subject

To assert your rights as a data subject, send a letter to “Oesterreichische Nationalbank, Abteilung ITS/Datenschutz,
Otto-Wagner-Platz 3, 1090 Vienna, AUSTRIA” or an e-mail to datenschutz(@oenb.at. In it, state in what way your
personal data are subject to data processing by the OeNB, stating the name of the data processing operation as provided
on top of this form and clearly specifying the details of your request. Moreover, please provide proof of your identity
by enclosing a black-and-white copy of an official photo identification (e.g. your passport, driver’s license, identity
card) or using a qualified electronic signature within the meaning of Article 3 (12) eIDAS Regulation to prevent
improper requests by unauthorized third parties that might endanger the protection of your personal data. For the
reasons outlined above, such requests must be made in writing. Should you consider your right to data protection
infringed by any processing of your personal data by the OeNB, you may lodge a complaint with the Austrian Data
Protection Authority (DSB) or bring an action before the competent civil court.
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