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Finance and Security — A Reality Check

Finance 5.0 — a challenge for cyber security?
Extract from the program:

The financial sector has been a driver of technological

iInnovation while being a frontrunner on security standards.
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Fact 1: Successful IT Attacks on Financial Institutions Are A Reality

In the past years various high profile hacks were reported by media:
IT systems of financial Institutions are far from perfect security wise.
Attackers were able to steal money on a large scale.
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MUST READ THIS IS HOW IT FEELS TO FACE AMAJOR CYBER ATTACK

Carbanak hacking group steal $1 billion
from banks worldwide

Carbanak malware offered criminals the chance to steal up to $10 million
per heist.
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Fact 2: Attackers are Already Inside Your Organisation — Accept That!

- Be aware that there will be attackers in your IT environments at any given point in time.
- This is a fact and should be fully accepted and considered by the organisation.

- Microsoft included the following quote in its official Red Team Manual:

WAMENTALLY, IF SOMEBODY WANTS TO GET IN,

THEY'RE GETTING IN...
NUMBER ONE, YOU'RE IN THE FIGHT, WHETHER YOU
ACCEPT THAT. THOUGHT YOU WERE OR NOT.

WHAT WE TELL CLIENTS IS:

NUMBER TWO, YOU ALMOST CERTAINLY ARE
PENETRATED. "

https://download.microsoft.com/download/C/1/9/C1990DBA-502F-4C2A-848D- MICHAEL HAYDEN
392B93D9BI9C3/Microsoft - Enterprise- .Cloud. Red -Teaming.pdf FORMER DIRECTOR OF NSA & CIA
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Fact 3: Attackers Do Spend Significant Resources To Reach Their Goal

- There is no such thing as a “magic hack” to break an IT system.
Multiple Steps are needed by the attacker to achieve their goal!

- Attacker are willing to invest significant know how & time to reach their goal!
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Fact 4: There is No Magic Bullet for IT Security — Implement “Defence in Depth”

- There is no such thing as a single magic bullet
to create a secure IT environment.
- “Defence in Depth” needs to be implemented!
- Use a multi layered security approach!
- This includes measures on all layers:
- Process Level
- Technical Level
- Employee Level

Perimeter

Application

Defence in Depth
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SEC Consult in your region (pACH)

AUSTRIA - Vienna

SEC Consult Unternehmensberatung GmbH
Mooslackengasse 17
1190 Vienna

Tel +43 189030430
Email office@sec-consult.com

AUSTRIA — Wiener Neustadt

SEC Consult Unternehmensberatung GmbH
Komarigasse 14/1
2700 Wiener Neustadt

Tel +43 2622 905 68
Email office-neustadt@sec-consult.com

AUSTRIA - Linz

SEC Consult Unternehmensberatung GmbH
Wiener StraBe 221
4020 Linz

Tel +43 732 917 671
Email office-linz@sec-consult.com

GERMANY - Berlin

SEC Consult Deutschland
Unternehmensberatung GmbH
Ullsteinstrasse 130, Turm B/8 Stock
12109 Berlin

Tel +49 30 398 20 2700
Email office-berlin@sec-consult.com

GERMANY - Munich

SEC Consult Deutschland
Unternehmensberatung GmbH
Palais Leopold, LeopoldstraBe 12
80802 Munich

Tel +49 30 398 20 2700
Email office-berlin@sec-consult.com

GERMANY - Saarbruecken

SEC Consult Deutschland
Unternehmensberatung GmbH
An der Christ-Kdnig-Kirche 10
66119 Saarbruecken

Tel +49 30 398 20 2700
Email office-berlin@sec-consult.com

SWITZERLAND

SEC Consult (Schweiz) AG
Turbinenstrasse 28
8005 Zurich

Tel +41 44 271 777 0
Email office-zurich@sec-consult.com

LUXEMBOURG

SEC Consult Luxemburg S.ar.l.
25 Avenue de la gare
4131 Esch-sur-Alzette

Tel +352 265 32 330

Email office-luxembourg@sec-consult.com
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