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Biases in Threat-Led Penetration Testing -
maintaining the TIBER spirit under DORA

The EU’s Digital Operational Resilience Act (DORA) came into force in
January 2025. It requires financial entities to perform Threat-Led
Penetration Testing (TLPT) to find weaknesses in their cybersecurity.
TLPT was previously optional, but now that it is mandatory, there is a
risk that it could become a formality that does not provide any real
benefits. This article looks at key biases that could make TLPT less
effective and outlines strategies to address them.
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Abstract

As cyber threats grow alongside the complexity of digital financial infrastructures, Threat-Led Penetration
Testing (TLPT) has become essential for cybersecurity resilience. With TLPT now mandatory under the
EU’s Digital Operational Resilience Act (DORA), this learning-oriented tool risks becoming a tickbox
exercise. Key biases — such as compliance bias, supervisory risk aversion, confirmation bias and group-
think — could undermine its effectiveness.

This article highlights these challenges and offers strategies to address them, including fostering
trust-based collaboration, diversifying testing vendors and instituting governance safeguards to main-
tain independence and candor. By preserving the original learning-driven “spirit of TIBER," stakeholders
can ensure that TLPT remains a meaningful tool for identifying and addressing vulnerabilities, ultimately
strengthening the financial sector’s operational resilience to evolving cyber threats.

1 Introduction: TLPT at the crossroads of regulation and resilience

In an era marked by escalating geopolitical tensions and progressive digitization of financial markets that
create vulnerabilities to increasingly sophisticated cyber threats, the resilience of financial systems has
become a cornerstone of global stability. As digital infrastructures grow more complex and interdependent,
the need for robust cybersecurity measures has never been more urgent. Against this backdrop, Threat-Led
Penetration Testing (TLPT) has emerged as a critical part of the supervisory toolbox, designed to rigorously
test the cyber defense capabilities of financial entities through realistic, intelligence-driven cyber-attack
simulations.

With the EU Digital Operational Resilience Act (DORA) applying as of January 17, 2025, TLPT has
transitioned from a best-practice initiative to a mandatory requirement for financial entities providing
core financial services and playing a systemic role in their respective markets. This shift marks a significant
evolution in the regulatory landscape: The question is no longer whether TLPT should be conducted,
but how it should be implemented to deliver meaningful outcomes.

At the heart of TLPT lies the TIBER-EU framework. TIBER stands for Threat Intelligence-Based Ethical
Red Teaming and is the methodology that underpins TLPT. In principle, TIBER offers two distinct
implementation philosophies: the catalyst approach, which emphasizes learning and capacity-building
within the tested financial entity, and the supervisory approach, which focuses on regulatory assessment
and oversight. To date, almost all jurisdictions have favored the catalyst approach, aligning with what is
often referred to as the “spirit of TIBER” - a commitment to fostering genuine cyber maturity rather than
mere compliance.

However, new challenges arise as TLPT becomes institutionalized under DORA. The transition from a
learning-oriented model to one that is mandated by regulation introduces the risk of biases - systematic
cognitive distortions - that could undermine the effectiveness of TLPT. Such biases - ranging from
compliance bias to groupthink - can subtly shape the design, execution and interpretation of tests,
potentially diluting their value.

This article explores these emerging dynamics by

¢ identifying the key biases that can impact the specifics of TIBER testing under both catalyst and

supervisory approaches;

¢ analyzing how these biases may affect the transition of TIBER to mandatory TLPT under DORA,; and

e recommending strategies to mitigate the risks posed by these biases to ensure meaningful TLPT

implementation under DORA.
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The article focuses on practical design recommendations to ensure that TLPT continues to serve its
ultimate purpose: enhancing the operational resilience of the financial sector in a way that is both
rigorous and effective.

2 Biases and challenges

For the purposes of this article, the term behavioral bias is employed in a broad sense to encompass not
only formally recognized cognitive biases, as identified in the behavioral sciences (notably in the seminal
works of Tversky and Kahneman (1974) and Kahneman (2011)), but also heuristic tendencies and
organizational effects frequently observed and discussed in risk management, compliance and gover-
nance literature. This includes well-documented psychological constructs such as groupthink, alongside
practitioner-recognized phenomena such as compliance bias. These biases, while less formally codified in
cognitive psychology, are widely acknowledged in the context of regulatory supervision and operational
risk.

In short, we are focusing on those testing elements that might lead to suboptimal or ineffective
outcomes if they are not given the necessary attention. By adopting this inclusive approach, the analysis
aims to capture the full spectrum of human and institutional predispositions that may distort
decision-making in the design and implementation of TLPT. As such, one of the most crucial points to
consider is the transition from the TIBER-EU framework to mandatory TLPT under DORA. In addition,
other biases might hamper the effectiveness of TLPT, which is why associated risks should be mitigated.

e Compliance bias: The new supervisory framing under DORA may incentivize financial entities to
approach TLPT primarily as a regulatory exercise, fulfilling requirements in a minimal, checklist-
driven manner and prioritizing “passing the test” over genuinely uncovering uncomfortable cyber
vulnerabilities. This has also the “benefit” of reducing the cost for the financial entity. A mere tick-
box exercise, potentially ending up in a beauty contest with other financial entities, would severely
undermine the original learning-oriented spirit of TIBER. This tendency can be particularly pronounced
where financial entities fear that any weaknesses identified might become focal points in future
supervisory reviews - especially on site.

e Supervisory risk aversion: A complementary dynamic may arise between the TIBER Cyber Teams
(TCTs) and the competent supervisory authorities. TCTs are usually located at a central bank and
comprise several test managers. These test managers are responsible for overseeing the tests to
ensure compliance with regulatory requirements for TLPT. TCTs could be driven by concerns over
reputational risk and the possibility of post-incident scrutiny, e.g. facing questions such as: “Why did
the authority not act?” They may feel compelled to share extensive operational findings with super-
visory teams, going beyond what was originally intended under TIBER'’s catalyst approach. Such
defensive regulatory behavior risks eroding the trust and candor of financial entities, essential for
meaningful exploratory testing. Ultimately, this would steer TLPTs toward more conservative
exercises with onerous documentation requirements. Financial entities - while potentially taking
the findings on board to strengthen their cybersecurity - would put a lot of energy into designing
documents such as the test summary report in a way to conceal their weaknesses instead of crisply
highlighting them. Even worse, facing supervisory risk aversion, financial entities might intensify
efforts to comply with the exercise without disclosing any real weaknesses, as described in the
above paragraph about compliance bias. Thus, supervisory risk aversion and compliance bias might
reinforce each other, creating a vicious circle.

¢ Confirmation bias: Financial entities often rely on longstanding relationships with trusted vendors,
frequently engaging them for TLPT through existing framework agreements originally set up for
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broader cyber resilience projects. While operationally efficient and also easier to conceal in order to
preserve confidentiality, this can introduce two critical risks: First, these vendors may naturally
concentrate on areas aligned with their previous work, inadvertently overlooking new or uncomfort-
able weaknesses. Second, having helped build the entities’ cybersecurity, they may have limited
incentives to uncover deficiencies that could reflect poorly on their own earlier contributions. Thus,
established vendor relationships - coupled with a tendency to interpret findings in ways that validate
prior efforts - can ultimately undermine the fresh adversarial perspective that TLPT under DORA is
intended to achieve.

o Groupthink: A key risk in the transition from TIBER to TLPT lies in the emergence of groupthink
among TCTs, financial entities and vendors. First, the illusion of consensus may arise, as supervisory
authorities assume that the relative success of TIBER can be transposed wholesale into a mandatory
framework, without critically reassessing its suitability for a legally binding supervisory environment.
This tendency is reinforced by overconfidence in established practices: The accumulation of “best
practices” under TIBER may create the impression that methodologies are inherently sufficient,
discouraging innovation and adaptation to novel threat vectors. In addition, on the side of vendors,
the homogenization of perspectives in the threat intelligence and red-team community risks
narrowing the scope of testing. If all stakeholders converge on a standardized methodology, blind
spots emerge, and TLPT, which is intended to be a genuinely probing test of operational resilience,
may devolve into a ritualized compliance exercise.

3 How to address the biases

This section aims at identifying ways to overcome the abovementioned biases to facilitate the effective
transition to the new regime of TLPT while keeping all the benefits of the TIBER era.

3.1 Compliance bias

A mindset of superficial compliance, where financial entities tick the boxes without actually addressing
the underlying security issues, could result in test designs that aim to avoid failure. Ultimately, such a
mindset yields no benefits and is a waste of time and money for both financial entities and the authorities
involved.

To mitigate compliance bias, it is crucial for TCTs’ test managers and financial entities to foster a culture
of continuous learning and improvement. On the one hand, test managers should emphasize the impor-
tance of TLPT as a tool for enhancing cybersecurity resilience, rather than treating it as just a regulatory
requirement. They should also proactively engage with financial entities to understand their expectations
regarding TLPT so that they can better address any concerns. Financial entities, on the other hand, should
be encouraged to view TLPT as an opportunity to uncover and address vulnerabilities, rather than a
hurdle to overcome. A discussion of the cost of actual cyber incidents might also help to highlight the
importance of the tests and the risks of not conducting them in the best possible way.

By fostering a culture of collaboration in which supervisory authorities emphasize constructive
engagement over punitive enforcement and financial entities view TLPT as an opportunity to strengthen -
not just demonstrate - their cyber resilience, TLPT can better fulfill its purpose of enhancing cybersecurity
across the financial sector.

However, such a culture of collaboration requires strong mutual trust. Building trust takes time, but it can
be lost quickly, e.g. when identified weaknesses become focal points of future supervisory on-site inspections.
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3.2 Supervisory risk aversion

Addressing supervisory risk aversion that can compromise the exploratory spirit of TLPT requires carefully
designed structural and procedural measures. One foundational approach lies in the organizational place-
ment of the TCT itself. The pressure to pass on entity-specific operational findings is inherently reduced
where the TCT is situated entirely outside the competent supervision department - such as within a
payments or IT division of the national central bank. This organizational separation creates a natural
buffer, mitigating concerns that any weaknesses uncovered will automatically become focal points in
future supervisory missions.

However, in many jurisdictions, the TCT is deliberately embedded within (banking) supervision to
strengthen integrated oversight. In such cases, it is essential to ringfence the TCT from ongoing super-
vision with rigorous internal and external governance safeguards. This means establishing transparent,
formalized protocols that clearly specify which types of information are shared, with whom and under
what circumstances - for example, delineating what is shared with senior management. Clear operational
guidance could also help to avoid reputational damage to TLPT authorities in the event that a financial
entity suffers a severe cyber incident during or shortly after TLPT. Making these guidelines explicit for the
financial entities that are subject to TLPT would help them to build trust in the confidentiality of the
findings. Due to the abovementioned vicious circle, ringfencing is also essential to reduce risks stemming
from compliance bias.

Periodic independent insights - such as reviews by internal audit or external assessors - can be
instrumental in reinforcing these safeguards and maintaining institutional trust. By scrutinizing whether
these “Chinese wall” standards are effectively upheld, they provide both the TCT and supervised financial
entities with confidence that exploratory testing will not inadvertently morph into premature supervisory
action. Collectively, such measures help preserve the candor and adaptive value that make TLPT a uniquely
powerful tool for enhancing financial sector cyber resilience, even within a more formalized supervisory
regime under DORA.

3.3 Confirmation bias

While relying on trusted vendors for TLPT can bring operational convenience and continuity, financial
entities must recognize and actively counteract the cognitive and structural biases that may arise from
longstanding relationships. A robust mitigation strategy should combine several complementary measures.

Diversification of vendors: Rotating or alternating between different providers reduces the risk of
entrenched blind spots and introduces new methodological perspectives. Where feasible, selecting
vendors with no prior involvement in building the entity’s defenses ensures a more independent mindset.

Structured incentive mechanisms: Contracts and evaluation frameworks should explicitly incentivize
transparency and thoroughness and reward - rather than punish - vendors for uncovering critical issues.
Aligning incentives in this way makes it more attractive for vendors to act as true adversaries. This should
also be complemented by devil's advocate reviews - where a member of the control team, which manages
TLPT within the tested entity, or the TCT is explicitly tasked with taking a contrarian stance, e.g. for
scenarios, to ensure scrutiny in the test. In that context, it is necessary to rigorously enforce the Chinese
walls that vendors erect between the teams that provide ongoing support to the financial entity and
those responsible for TLPT.

3.4 Groupthink

Mitigating groupthink in the move from TIBER to TLPT requires deliberate safeguards against premature
consensus and methodological stagnation. Independent challenge panels for the TIBER-EU framework
that are composed of academic experts, cyber practitioners from outside the financial sector and inter-
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national observers (in particular, from other jurisdictions that have comparable standards such as CBEST -
the UK’s equivalent of TIBER/TLPT) could periodically review TLPT methodologies to help enhance the
framework. Such panels help to ensure that assumptions underlying “best practices” are scrutinized and
adapted to evolving threat landscapes. Similarly, cross-jurisdictional peer reviews - for example, under
the lead of the European Supervisory Authorities - can guard against national or institutional echo chambers.

At the market level, financial entities can counteract homogenization by rotating threat intelligence
and red-team providers and explicitly commissioning alternative attacker scenarios. One year, a TLPT
exercise might focus on supply-chain compromise; the next, on insider threats or Al-driven attacks.
Vendors could also be required to submit methodological innovation proposals as part of their tender
process, ensuring incentives for creativity rather than mere replication. By embedding such mechanisms,
TLPT under DORA avoids becoming a ritualized compliance exercise and instead preserves its adversarial
and adaptive character.

4 Keeping the TIBER spirit alive

In transitioning from the voluntary, value-driven TIBER tests to more formalized, mandatory TLPT under
DORA, the regime stands at a pivotal juncture. While the move underscores the growing importance of
cybersecurity, there is a risk that TLPT could devolve into a regulatory tickbox exercise or beauty contest
unless its foundational purpose is preserved - empowering financial entities to become more secure,
resilient and adaptive in the face of evolving cyber threats.

Addressing biases such as compliance bias, supervisory risk aversion, confirmation bias and groupthink
is critical to ensuring that TLPT delivers value beyond mere compliance. Supervisors and financial entities
must collaborate to ensure that the focus does not shift to “passing the test.”” Rather, they need to
continue to embrace TLPT as a strategic tool for exposing latent vulnerabilities. This article highlights a
toolset of possibilities to overcome these biases. But - as for many other topics - it is pivotal that culture
and mindset among all involved parties during TLPT focus on the ultimate goal of finding weaknesses that
a potential attacker could exploit before a real malicious threat actor exploits them. So - hack yourself
before others do!
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